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Introduction.

One of the most important topics in SAP is the use of up-to-date certificates to

ensure the smooth operation of the integration of secure communication channels.
This report is designed to monitor certificates stored in SAP (TLS-SSL) and

timely warn about the upcoming expiration date, so that the

administrator has the necessary time to take measures to remedy the situation.

The warning is issued 60 days before the end date of the certificate, however, this period can
be changed by the daysBeforeCertificatelsExpired parameter in the SP21 transaction.
The report receives information about certificates stored in SAP by polling

the sapgenpse program

® sapgenpse maintain_pk...

® sapgenpse get_my_name ..

Then the result obtained in text form is parsed (parse) and the end date

is compared with the current one. When the threshold of 60 days is reached, a standard
alert is generated with the sending of an email.

Based on the above, access to the operating system level is required for the report to work

Using this method allows you to extract certificates from both SAP ABAP

and SAP JAVA systems.
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Creating a user for the report.

Create an nvsmon user, if it does not already exist, with commands from root:
useradd -s /bin/bash -m nvsmon

passwd nvsmon and enter the password twice.

Provide the user with the ability to run selective commands via sudo:

to do this, create a file with the user's name in the /etc/sudoers.d folder.
nvsmon ALL=(ALL) NOPASSWD: /sapmnt/*/exe/uc/*/sapgenpse

nvsmon ALL=(ALL) NOPASSWD: /bin/ls

nvsmon ALL=(ALL) NOPASSWD: /usr/bin/find

By doing this, you allow the user to run these commands on behalf of <sid>adm

without entering a password.

J_E«'? 192.168.20.197 - PuTTY = O x

Daing username "roo

When using other reports, the user may have other additional

records. Be careful when editing this file
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Certificate repositories

.pse files in SAP play the role of a repository (analogous to keystore.jks in java) — they store all

certificates visible and imported through the STRUSTSSO2 transaction (in ABAP)

[E pst Ede  Goto Certficate  Emyronment  System  Help W

L] | « ace HNE em
Trust Manager for Single Sign-On with Logon Ticket: Display
o d
+ [ system PSE | System PSE :
- M SNC SAPCryptol Qwn Cartficate
v [B0 551 server Standard
» [ SSL chent SSL Chent (Anonys || Sbleck CizPEL
+ M 551 dhent S5L Chent (Standa _-.' | (Sef-sgned)

+ ¥ WS Security Standard
* M WS Secwrity Other System E | Certificate List
= 3 WS Securty WS Securty Ke

+ 3 SMIME Standard = = o
« ) Fie = | - ! = 4
« ¥ S5F Cobboration Integration |CH=DigiCert Giobal CA G2, O=DigiCart Inc, C=US

« ¥ 55F E-Learning
« I 55F Logon Ticket

[ Certficate

Subject CH=DigiCert Glabal Roat CA, OU=www_digicert.carm, D=DigiCert ke, C=L_
Subject [Ak.)
Bsuer H=DigiCert Global Root CA, OU=www_digicert.cam, D=DigiCert B, C=L_

Saral Numbier [Hax,) ORI B S 9042 sl Bl Rl s T8 sl Do 85951070l
Serial Number (Dec.) LOR44T1H5FES52040374F51032HEITHIA54346

vald Fram '10.11. 2006 00z 00: 00 to [10.11.2031/[o0: 00z 00]
Algorthm RSA with SHR-1 Key Length 2048
Check Surn (MDS) T0:E4:R9:E84:00: TD: At 06:D7:C0: AFE2: 43: 4C:80: 2
Chedcsurm {5HAL) ARS8 B0 AR &8 ES P C4 B 07 DB D40 CE: DDA Bl 1501 841 36
i " Add . b - T Al b B
B [y : Cartificata Ls ] |t AL
L L] -
Loaon Ticket -
grr b DE1[1)001 * green197 NS =
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and via the web interface in SAP JAVA

:" [ | = 50 NetWarss Applicstin Sare % =7 Copredrman nonoe - S8 w

« A Bebesonaoer | 192 168.20.212 S0000 webdyn Doy Tesources, S puocm e - - Rsam - ul - manfrars - wd/ FloorPlanip p P homsa = rues o
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i e P T P S —— ———
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] f T SR 7 -t macring iy oo
a LT - em Serewr p rarvica wege e DB ey
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"] ol iy v CEATE AT (2N s i 301 T I 0 W SR Tt Wi 58 1284 30 i S5
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P e
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s e 1 " I 1 | cwiin
B critial]

AR R AT T LA A L

Sl AT AT AT | LA 88 1T 21 US54 ThLL 1 O 20

The report supports entering a single shared password (pin) for everyone to read.pst files.
If sapgenpse is protected by a similar PIN, you can enter it through the parameter
defaultSapgenpsePin in sp21. If the pin does not match, the monitor ignores this file and

the data from it does not get into the report.
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Creating server accounts.

In the SRV1 transaction, for each physical or virtual server, create a record with

data for connection:

Specify the IP address, or hostname and the type of operating system: linux.

2 M | = 19216010500000b0 iem id X | W 19216810508000/027em i K W 1921681
& O @ Hebesonacko | heps// 192,168, 1050:6000/5nv1 Titem_id=3

| SRV1 server list
A@IFE) W 3| greenis?

fzeenl7 | mon_seners:
Fal
calumn value
id 3
uidl beS I8 4a-a1d3-4b25-ae Th-96 15dFE 7T 175
i 152, 168.20.157
hisbnsmae |green1a7
role DEY
[ | TATTES
params -
[pragect 4 T

By clicking on the icon, @| we enter the data of the user you created earlier.

l' [im] |~ TOEVEE 10 S08000/0g01 item_id - % |# 15216810 5080000 Fieemn_jic - 3 a8 152 168.10. 508000 5 e 1 hioerm_
L G D Hedesonacws B 1920168, D50 BO00 a1 Tiles_id=3 8 AN

1 SRV1server list
SUSLEI B WE greentsT

fpreentd? | —man_servers:
&
[column name] codumn valwe
id B
guid 9bc5384a-51d3-2h79-2=7h-0615dFE 7T 178
ip 192.168.20.197
hastname resnid7
role DEy
ke i
lproject 2 1
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Check the connection by clicking on the icon : @

If the data is entered correctly, you should see a green flag and a message about

the Linux version

FLiI‘qu greenl97 4.12.14-120-default #1 SMP Thu Nov 7 16:39:09 UTC 2019 (fd9dc36) xB6_54 xB6_64 xB6_64
GNU/Linux
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Creating a background task

After creating users at the operating system level, create a new background

task in BJO1, specify the type of program:
checkLinux.monitoring.nvs.com.CheckLinuxSapCerts

the required start time, the repetition period.

Through the context menu, go to transaction BJ02 and specify the servers for which

the task will perform verification

5 O % 9218810508000 Tm i % |+

“ O @ Hetiezonacks | basps/ 192,168, 10508000, 501 7

BJo1 background jobs
AEE L W SR 30 SAP Sertificates ¢
e e— L sys_big_jobs

recpants d

S [column name
show last results id 3
show results Tor abject task_name SAF Bt

program_namescheckl
schedied_at | 2024-(
period_sec 180
task_status A
uSEf_nama ADMIN
chsable_email
created _at 20340

2 B | e missn0sexaugiitemie X @ 192168005000000 00 em i X o
(_j © Hetereruow s, /192.968.10,50 8000502 7iwm i
BJoz list of servers, db or app systems for job

VR % W 30 SAP Sertificates cBop AaHMbIX
G0 SAP Sertificates coop Tammmx 1, Obiects.

add db system
3dd app system
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re—

« O © HeGesonacno | aps//192.168.10.50:3000/bj01 tem _id=308ssakey=DEA0351 147SE76695CCF30E59CA

[ 1 BJo1 background jobs

NOvd T % 8 30 SAP Sertificates cSop AanmLX
[30 SAD Sertificates cbop smmnax ]—svs_bkg_jobs:
' a

W |30

task_name  |SAP Sertificates c6op gakmiix

[program_name{checkLinux.monitoring.nvs.com.CheckLinuxSapCerts

lscheduled_at  [2024-09-01 15:46:00.0

g
A

luser_name  |ADMINISTRATOR

emal
at 2024-09-02 08:47:08.938568

[keep_days |30
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Checking the correctness of the task.

To check the correctness and completeness of reading data from ps files, itis recommended

to check the entries in the job logs. To do this, use the icon '_||

to check the blog entries of the background task.

F O s o mwmnemmepTar s s 8 LH ISR x|+ = @
= 2 @ Hefawrucen | by 1R 1ERIDSD: by Tem_id wyu D AT LELCCT 1 AL LASEE SAASFEAR T LA FCIE F m ot oW R
BJoi background jobs
s ISNE I E 30 SAP Eerdficates chop sanssi
[ HAP Sernhosies cosp amena — Last 3 chack resuits
[ L]
elass = 1]
LR [n SAF ryriem QAL thare i o Cortificoe 1 |5 CAFINED Subjact: Subject :CF=iri-sur-acr-int- pro rasthe con
LIkt 3 ] [ iaofd Lid Lsirvmy 53 vanel CoeCH mmer: Dmmr :CHDipiCart TLS RSA SHATSS T CA1 Dn (egiCart Inc Tl ot
aftar: Piod after :Wed Jun 29 00-39-39 1021 et dava 4l
1513y H oo
hspars H no
R T e
IR (8 SAF dvaterw QAL (heen b & e UReae Fol 1= EXFINED Sul§acl: SallFell {CF =il - -0 - prw. refalin cors bz a8
hsa ks H oo (=i LI L=t P\l C=CH [S5a0d] B0 [CH =CApORT TUS M0 SHATS: 020 CL] O=(iCaT 180 C=18 Rt [ Hesi S T
] ] haftea st aFjer {wed fusrs 28 (0 001 T e 448 | [
i & i T T pr—
T 40188
3' £ = TR0 e k. [ NS INMeHE Coe  x W TRMLIENENAETe s % | + - L5
C @ erane Porpe VA2 BEL 90 50 50 fiord ot el i n e & |

S - Ovmameymow Mubcey - NeBetooe Mim Sep 20 13 3040 311 DORM0INENT

1GAT Nk QAL OLWSTL CLENT [T | WG] TSR, CLITYT

X gAl Seten Gl zadton S - Chimpoet $1 3y bch com
(3900 GAT Seect Ciwn s o o smete com Dt Lol Lerwy TP tiad G Aenr CSOvpiCen TLS FELA SHAZH T30 CAL OOngCor e CA0%
o gkt Seyea O - OO0

Attention: in order to avoid the situation of missing the expiration of important certificates

, itisrecommended that after configuring the report, check whether they are all extracted by the
monitor.

If the pse file is protected by a PIN and it is not added to the monitor, the data about such a
certificate

will NOT be checked.
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Troubleshooting

If the report does not see data, connect to the server under the nvsmon user

and try to run the commands:

sudo -u de1adm find /usr/sap/DE 1/ -name *.psy

sudo -u deladm /sapmnt/DE1/exe/uc/linux x86_64/sapgenpse get_my_name -p
/lusr/sap/DE 1/DVEBMGS00/sec/SAPSSLA.pse -x 1234

where to replace the sid in the example is DE1 and the path to the pse file.

-x 1234 is the PIN value - substitute the current one or leave it as the default (1234). Even

an incorrect value helps to avoid hanging while waiting for input

£ 192.968.20.197 - PuTTY - D
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Conclusion
This report works similarly to other reports that receive data via
the operating system by requesting ssh. If there is no response from the OS, check

the necessary permissions in the /etc/sudoers.d/nvsmon file
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