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BBegeHue.

OJHOM 13 BaKHEUIIUX TeM B SAP sIB/IIeTCA UCIOb30BaHKE aKTya/IbHBIX CepPTU(UKATOB /ISt
obecrieueHus becriepe6oiiHOM pabOTHI MHTETpaLX 3allUIeHHbIX KaHa/IOB CBSI3U.

[aHHBIM OTUeT NpegHa3HaueH /i1 KOHTPos XpaHsiuxcs B SAP ceptudukaroB (TLS-SSL) u
CBOEBPEMEHHOT0 TIpeIyTIPEX/IeHNsT O HaCTyTIaloIeM UCTeUeHUH CPOKa TOAHOCTH, /JIsl TOTO UTOOBI y
aZiMUHUCTpaTopa Ob110 HeoOXoAUMOe BpeMs A1Jisi IPUHSTHS Mep TI0 UCTIPaB/IeHUI0 CUTYal[|H.

[penymnipexxieHue BeizaeTcs 3a 60 qHel 10 KOHEUHOM AaThl CepTU(HKATa, OFHAKO 3TOT CPOK MOYKHO
nusMeHuTh napamerpoM daysBeforeCertificateIsExpired B Tpan3aximu SP21.

OrtueT nosyyaeT MHPOPMAaLMIO 0 XpaHsluxcs B SAP cepTrduKaToB myTem onpoca rnporpaMmmbl
sapgenpse

* sapgenpse maintain_pk ...
* sapgenpse get_my_name ..

3aTeM pe3ysbTaT MoTydaeMblii B TEKCTOBOM BU/ie pa3bupaetcs (parse) ¥ KOHeUHasi jata
cpaBHUBaeTcs ¢ Tekylel. [Ipu foctwxkenny nopora B 60 fHel reHepUpyeTCs CTaHAAPTHBIN
azepT C OTIIPaBKOU MHCbMa.

I/ICXO,E[H M3 BBIIIIEN3/10KEHHOI'0, [JId pa6OTbI oT4yeTa HEO6XO'E[I/IM AOCTYIT HAa YDOBEHb OHepaL[I/IOHHOI‘/JI
CHUCTEeMBI.

Vcnonb3oBaHMe A@aHHOTO criocoba Mo3BoisieT U3B/ieKaTb cepTU(UKaTh Kak U3 cucreM SAP ABAP
Tak U SAP JAVA.



Co3gaHue nosnb3oBaTens Ass otyera.

Co3,qa1‘71Te I10/1Ib30BaTe/IsI NVSIMON, €C/IU OH ellje He CyILleCcTByeT KOMaH4aMU U3 I0J, root:

useradd -s /bin/bash -m nvsmon

passwd nvsmon U JiBaK/[bl BBe/JUTe MapOJib.

Hpe,l[OCTaBbTe IMOJ/Ib30BaTe/II0 BO3MO>XHOCTD 3dIllyCKdTb BbI60pO‘-IHbIe KOMaH/JbI yepe3 sudo:

JI7Is1 9TOTO Cco3/aiTe B nanke /etc/sudoers.d aiisi ¢ *MeHeM T10/1b30BaTe/Isl.

nvsmon ALL=(ALL) NOPASSWD: /sapmnt/*/exe/uc/*/sapgenpse

nvsmon ALL=(ALL) NOPASSWD: /bin/ls

nvsmon ALL=(ALL) NOPASSWD: /usr/bin/find

OTuM BbI pa3peliiaeTe MO/Ib30BATETIO 3ayCKaTh JaHHbIe KOMaH/IbI OT juija <sid>adm

6e3 BBOZIa TTApOIS.

EF 192,168.20.197 - PuTTY - | X

[1pu ncnonb30BaHUM APYTHX OTYETOB Yy MOIb30BaTe/Isl MOTYT OBITh IPyTHe JOTIOHUTETbHbIe
3anucy. BysibTe BHUMare/IbHbI IIPY peJaKTUPOBaHUM JAaHHOTO (aiina.



XpaHunuwa ceptudmkaTtoB

.pse (aitibl B SAP urpatoT posib XpaHunuiia (aHasnor keystore.jks B java) — B HUX XpaHSITCS BCe
cepT(uUKaTkl, BUJUMble 1 UMIIOPTUpPYeMble uepe3 TpaH3akuio STRUSTSSO2 (8 ABAP)

[E PSE Edit Goto Certificate  Enwironment  System  Help w

@ @@ <« eae HE @
Trust Manager for Single Sign-On with Logon Ticket: Display

b

» [ System PSE System PSE :
+ 3 SNC SAPCryptolib Own Certificate

» [ 551 server Standard

» [0 SSL cient SSL Client (Anony: CN=PR7

+ ¥ s5L client SSL Client (Standa (Self-Signed)

« 3 WS Security Standard

+ 3 WS Security Other System E | | Certificate List

« ¥ W5 Security WS Security Ke —

+ 3 SMIME Standard © o
- & Fie I_k:N=Diquer‘c Global Root CA, OU=www.digicert.com, O=DigiCert Inc, (

+ 3 5SF Collaboration Integration CN=DigiCert Global CA G2, O=DigiCert Inc, C=US

+ ¥ 55F E-Learning .
- [T SSF Logon Ticket .

B veirss |5

Certificate
Subject ICN=DigiCer‘c Global Root CA, OU=www.digicert.com, O=DigiCert Inc, c=u]
Subject (Alt.) ' '
Issuer ICN=DigiCer‘c Global Root CA, OU=www.digicert.com, O=DigiCert Inc, c=u]
Serial Nurnber (Hex.) |08:3B:E0:56:90:42:46:B1:R1:75:6R:C9:59:91:C7: 4R |
Serial Humber (Dec.) |10944719598952040374951532063794454346 |
Vald From [10.11.2006/00: 00: 00 t0 [10.11.2031][00:00:00]
Algorithm [RSE wich sma-1 | Key Length 2043
Check Sum (MDS) [79:E4:29:84:0D:7D:30:96:D7:C0: 4F:E2: 43:4C:89: 2E |
Checksum (SHAL) |25:98:50:3R: 65:E5:E5:C4:B2:D7:D6: 6D: 40:C6: DD: 2F:B1:9C: 54336
|E_| (@)t % Add to Certificate List || addto ACL |
10 10 :
Loaon Ticket e
SAR4 [ | DEL (1) 001 ¥  green197 | INS =



1 uepe3 web uHTepdeiic B SAP JAVA

. -
2 B | T SAP NetWeaver Application Serve X 27 Ceprudwkarsi v moun - SAPNet X =
<« O A Hebesonacho | 192.168.20.212:50000/webdynpro/resources/sap.com/tc~Im~itsam~ui~mainframe~wd/FloorPlanAppZhome=true# Ay un|
Cepruchurarsr n wioun: Xpanuauule wiodeit Boceranoants crangapTimd paeype | g Hazan fanwwe o MCTOPWA, | Craprosas erpaunuz |
Mabpanioe , Camsamhie tews, TEPSFTME,  MoppoSHam uHpopusiimm o noAREpsxe Mower: [
 Hpannnimuge wrwonei | Tposesca orissa capmdmara
Conepmnmoe Essonacocre
Paiypob: xpaHmniuga kioueil
Vi nopTpoSaTe S8TCH U2 DaATa || SEnopTApoSaTe SaTMN e Baln] [ XCHOpTMEoRaTs paKyEc 8 PSE
Cranye Van 2| Ton Onmcaine
B - -
] ) CLIENT_ICh_SSL_82870 user ICM Cikent SSL credentias store
] @ CTCVizn usER CTC view for staring key and cerificats
L] a DEMS_User Store usER Cantsins cartficates assigned to usars in DEMS user stors
| 2 DEFAULT SYSTEM Public view for comman use by all companents
M @ ICM_SSL_ 88670 SYSTEM ICM Server SSL credentials store
| 2 igw_default_keystore: USER Integration Gateway Defaul Keystore
| 2 igw_pgp_pubring USER Integration Gateway Public Keyring
D 2 igw_pgp_secring USER Integration Gateway Secret Keyring
D @ igw_skp_knowmhosts USER Integration Gateway Known Hosts Certficates
D @ igwi_token_creds USER Integration Gatewsy Token Credentisls
Togpobian MHdbopuaLis no pakypey ICM_SSL_88670"
 Mipacwmotpems zanucu | Mpocworpets ceohcrsa
[Coanare | Yaanwm] | ] [Cronmpossme sames || Sames | | B
Cramye Vs 2| Tun ssoms Anropna R r—— [ecTeuensso mo
B - - -
M @ SAPPassporiCA CERTIFICATE RSA Tue Jul 18 14:00:00 MSD 2000 Sun Apr 01 12:00:00 MSK 2018
] 2 sskcredentials PRIVATE KEY RSA Thu Mar 30 10:38:00 MSD 2008 Tus Mar 30 10:54:28 MSK 2027
L] sslcredentials-cernt CERTIFICATE RSA Thu Mar 30 10:38:00 MSD 2008 Tus Mar 30 10:54:38 MSK 2027
no sanwcu sp
CERTIFICATE entry:
Creation date : Thu Nay 07 12:06:45 NSK 2005 (7 May 2015 09:08:48 GIT)
Version :ver.3 X508
Algorithm : RSA
Key Siza : 1024 bits
Subject name : OI-SAP Passport CA.0=S#P Trust Comminity.C=OE
Issuer name : OI-5AP Passport CA.0=S#P Trust Comminity.C=OE
serial number : 15777217
Signature Algorithn : shalwithRSAERCryption CL2.640.113649.1.1.5)

validity:
not before : Tue Jul 15 14:00:00 MSD 2000 (18 Jul 2000 10
not after : Sun Apr oL
PubTic key Tingerprint : E
cartificate fingarprint(us): &
cartificate extensions :
feritical]
Basicconstraints: ca: yes
Kkeyusage: digitalsi 1 ation | i | i | keycertsign | cRLsign
[nen critical]
Issueralonane: uniformResourceIdentifier: htep://service.sap. com/Tcs
ArthoritykeyTdentifiar: KeyIdentifier: 1134145
SubjectKeyTdent ifiers 1A:44:45:A8:57: 7L: 0156

124174151136 1401001 351001 SE

OTueT nojiep>KuBaeT BBOJ, OFHOTO 0011iero maposs (pin) AJist YTeHus Bcex .pse (aiiios.

Ecu sapgenpse 3armuireH 1noo6HeiM PIN BbI MO)keTe BBECTH €T0 uepe3 rapaMeTp
defaultSapgenpsePin B sp21. Eciu pin He OAXOAUT, MOHUTOP UTHOPUPYET AAHHBIN (aili u
JlaHHbIe U3 Hero He MOMa/aloT B OTYeT.



Co3pgaHue yuyeTHbIX 3aMuceil cepBepoB.

B Tpan3akuuu SRV 1 171 KaKaoro (hU3uueCKoro Wik BUPTYabHOTO CepBepa CO3/alTe 3aIuch C
JAHHBIMHU /151 TIOIK/TIOUEHUS:

Ykaxure IP agpec, 1160 hostname 1 THN onepaloHHON CUCTeMBI: linux.

:’ im] |m 192.168.10.50:3000/bj01?item_ic- X |WS 192.168.10.50:8000/bj02%tern_id- X @ 192.168.10.

<« C @ Hebeszonacho Etes//192.168.10.50:

[ ] SRVi1 server list
AUaell % 4i?| green197

)fsrvl?item_id=3

[ereen107 | —mon_servers:
"d
‘column name| column value
id 3
guid 9bc5384a-a1d3-4b29-ae7b-9615df677175|
ip 1592.168.20.197
hostname green197
role DEV
05 linux
params -
loroject_id |1

Ha)kaB Ha MKOHKY (1| BBOIUM /[lJaHHbIE T10/1b30BaTe/isi KOTOPOTO BbI CO3/Ia/ PaHee.

:’ (im} ‘m 192.168.10.50:3000/bj01%item_id- X ‘“ﬁ 192.168.10.50:3000/bj02%tem_id- X @ 192.168.10.50:8000/snv1%item_ic

<~ O © HebezonacHo | bips//192.168.10.50:8000/srv 1 2item_id=3 a A 9y

] SRVi1server list
A& eIl % 42| greents?

lereenl97 | ~mon_servers:
¥a
icolumn name| column value
id 3
guid 5bc5384a-a1d3-4b29-ae7b-9615df677178
ip 152.168.20.157
hostname green197
role DEV
os linux
params -
|project_id 1




IIpoBepeTe CoejjHeHMe HaXaB Ha HKOHKY @ |

Eciu 1aHHbIe BBe/IeHbI KOPPEKTHO, BbI [IO/DKHBI YBU/IETh 3€/IeHbIH (iar U cO00IeHre 0 BEPCUU
JIMHYKCA.

M) inux greenl97 4.12.14-120-default #1 SMP Thu Nov 7 16:39:09 UTC 2019 (fd9dc36) x86_64 xB86_64 x86_64
GMNU/Linux



CospaHue (hoHOBOro 3agaHus

[Tocrne co3paHus nosb30Baresield Ha ypoBHe OlepalliOHHOM CUCTeMBI, CO3/jaliTe HOBYIO (DOHOBYIO
3agauy B BJO1, yka)kuTe TUI IpOrpaMMmsbl:

checkLinux.monitoring.nvs.com.CheckLinuxSapCerts
He0OXOUMbI MOMEHT CTapTa, Iepuoj IOBTOPEHUSI.

Uepe3 KOHTEKCTHOE MEHIO nepeiuTe B TpaH3akLyio BJ02 u ykakuTte cepBepa A/t KOTOPbIX
3a7iaHye OyzIeT BBITIONHATD TIPOBEPKY:

;‘ [ s 19216810.50:8000/bj017tem ic- X -

&~ O © Hebezonacho | hitps://192.168.10.50:8000/bj017it

[ | BJo1background jobs

AL % 2 30 SAP Sertificates c
OSAP ST w1
recipients /ﬂ
parameters
column name
show last results id 30
show results for object task_name SAP Set

program_name|checkLi
scheduled_at (2024-0¢
period_sec 180

task_status A
User_name IADMINI
disable_email
created_at 2024-0¢

S M % 192.16810508000/i01iem 6. X 6 192168.1050:8000/bj02Fiemic- X | |

G @ Hebezonacko | bips;//192.168,10.50:8000/bj027item_id=30

| BJozlist of servers, db or app systems for job

ARS® ¥ A2 30 SAP Sertificates c6op gaHHbIX
30 SAP Sertificates chop aasHR | —Obiects:
add db system
add app system ill| descr [type)|
ST73 green197|S
524 greenl98|S
53|5 green212|S




3' [ as 192.168.10.50:8000/bj01%item id- x
| & ©  © Hebezonacko | hites://192.168.10.50:3000/bj017item_id=308issokey=D6A03511475E76695CCF30E59C4936B5F6DDAGFBASSFA500ASFBABT 1449EFC3B

[ | BJo1background jobs

‘ U@ =L R 2 30 SAP Sertificates cGop AaHHBIX

B0 SAP Sertificates coop gammerx | —sys_bkg_jobs
¥
column name column value
id 30

task_name SAP Sertificates cBbop aaHHbIX
program_name|checkLinux.monitoring.nvs.com.CheckLinuxSapCerts
scheduled_at  |2024-09-01 15:46:00.0

period_sec 180

task_status A
user_name ADMINISTRATOR
disable_amail
| created_at 2024-09-02 08:47:08.938568
keep_days 30




MpoBepKa KOPPEKTHOCTN Pa6oThl 3a4aHUS.

115 IpoBepKy KOPPEKTHOCTH M MOMHOTBI CUMTHIBAHUE JAHHBIX U3 pse (PaiijioB peKOMeH/yeTcst
POBEPHTH 3aIlMCH B JIorax PaboThl 3aaHust. [I/ist 5TOTO C [OMOLLBIO MKOHKH = ||

TIpPOBEephbTe 3arrCH B JIorax (POHOBOTO 33/laHuSl.

&' M % 19216810508000/501item ic X |95 192168.10.508000/b027iem ic X | + - O

& G © Hesezonacko | hitpsy/192.168.10.50:5000/bj017item _id=30&ssokey=DEA035 114’

[ ] BJo1background jobs .
VL@@=IL % @2 30 SAP Sertificates c60p AaHHbIX

695CCF30E59C4936B5F6DDAGFBAS5FA590ASFBABT 1449EFC3B A 9y [ui] = kY

[30 SAP Sertificates coop gamr: | —Last 30 check results:
id_Jobject_id|object_t _value] result_msg fis_alert] checked_at |past_min|
2024-08-11 |2
11359 s 00 00:45:50.0 |minutes
ERROR:In SAP system QAL there is a certificate that IS EXPIRED Subject: Subject :CN=int-eur-sdr-int-prv.nestle.com hora0s11 |2
15134)4 s 0.0 O=Nest Ltd L=Vevey SP=Vaud C=CH Issuer: Issuer :CN=DigiCert TLS RSA SHA256 2020 CA1 O=DigiCert Inc C=US Not  |x 00:45:50.0  [minttes
After: Not after :wed Jun 28 02:59:59 2023 left days:-440 e
2024-09-11 |2
— s o0 09:45:59.0 |minutes
2024-09-11 :
15132)5 s 0.0 otrcy |5 minutes
2024-08-11 .
1513013 s 0.0 00.42:50.0 |5 minutes
ERROR:In SAP system QAL there is a certificate that 1S EXPIRED Subject: Subject :CN=int-eur-sdr-int-prv.nestle.com r024-09-11
15131)4 s 0.0 O=Nestl Ltd L=Vevey SP=Vaud C=CH Issuer: Issuer :CN=DigiCert TLS RSA SHA256 2020 CA1 O=DigiCert Inc C=US Not [ rocireon |5 minutes
After: Not after :wed Jun 28 02:59:50 2023 left days:-440 i
2024-09-11 -
15129l s 0.0 ooy |B minutes
2" M |w 15216810508000/b01iemid x [ 19216810.508000/bj01 d%cmd- X | 4 192168.10.508000/502%temic X | + - o

G © Hebesonacro | https//192.168.10.50:8000/bj01_d?cmd=show_table_data&result_i

4 A

OK | QAL [Subject : CN=anor

Lssuer : CN-anonymous

[Notafter : Fri Jan 1 03:00:01 2038 3801010000012

Notfter : Fri Jan 1 03:00:01 2038

ymous
|OK|QaT [Subject : CN=QAT OU=SSL CLIENT

Tssuer : CN=QA1 OU=SSL CLIENT

Lssuer : CN=green198ave-tech.com

[Validity - NotBefore: Fri May 10 18:09:08 2024 2405101309082

[Notfter : Fri Jan 1 03:00:01 2038 380101000001

OK  |QAL [Subject : CN=greenl 08 uvs-itech.com
[ERROR [QAL [Subject :CN-

ur-sdr-int-prv.aiestle.com O=Nestl Ltd L=Vevey SP=Vaud C=CH

Issuer :CN=DigiCert TLS RSA SHA236 2020 CAl O=DigiCert Ine C=US

[Not before :Mon Jun 27 03:00:00 2022

[Not after :Wed Jun 28 02:39:39 2023

|ox \QA1 [Subject : CN=FR’

Tesuer : CN=FRT

[Validity - NotBefore: Fri Apr 26 16:06:01 2024 2404261306012

NotAfter : Fri Jan 1 03:00:01 2038 3801010000012

BuumaHMe: Bo usbexanne CUTYaLIMU MPOITycka 00 MCTeueHUH Ba)KHBIX CepTHU(HUKATOB

PEKOMEH/IyeTCs TIOC/Ie HACTPOMKH OTUeTa MPOBEPUTH BCe /T OHU U3BJIEKAOTCS MOHUTOPOM.

Ecu datin pse 3amuiiex PIN , v ToT He Zj00aB/ieH B MOHUTOP, JJaHHbIE O TaKOM cepTh(dUKaTe
nposepsaTbca HE BYIY'T.



Troubleshooting

Eciu oTueT He BUUT JlaHHBIX, TIOAK/IIOUUTECH K CepBepy 110/ M0/ib30BaTesieM NvSmon
¥ 11011po0y¥iTe BBITOTHUTH KOMaH/bl:
sudo -u deladm find /usr/sap/DE1/ -name *.pse

sudo -u deladm /sapmnt/DE1/exe/uc/linuxx86_64/sapgenpse get_my_name -p
/usr/sap/DE1/DVEBMGS00/sec/SAPSSLA.pse -x 1234

rge 3aMeHuTe sid B mpumepe 310 DE1 1 yTh J0 pse daiina.

-x 1234 — 3710 3HaueHue PIN — nozicTaBbTe akTya/lbHOEe WM OCTaBbTe 1Mo ymoadaHuto (1234). laxe
HerpaBWIbHOe 3HaueHHe 1oMoraeT n3beraTh 3aBUCaHHe Ha OXKUJAHUN BBOJA.

EP 192.168.20.197 - PUTTY - [m] >




3aknoyeHue

[aHHbBI 0TYeT paboTaeT aHaJIOTUYHO JIPYTUM OTYeTaMm, MoJydyaeMbIM JaHHbIe yepe3
OTepal[MoOHHY CUCTeMy myTeM 3arpoca ssh. I[Tpu orcytcTBum otBeta ot OS ripoBephTe
HeoOXoZMbIe TIOJTHOMOYHS B daiie /etc/sudoers.d/nvsmon
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