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NVS Greenex Monitoring.
Setup guide.

Part 2

Configuring SAP ABAP Reports
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Introduction.

This instruction is a continuation of the Setup Guide. Part 1.

As an example, we consider setting up a dump report in SAP ABAP transaction

ST22. For other types of checks, you need to change the type of background task, otherwise
the differences are insignificant. The example illustrates typical steps for configuring

other SAP ABAP reports of the "trigger" type, i.e. tracking one numeric

parameter and sending an email when it is exceeded, as well as a letter about

parameter normalization.

For a better understanding, it is also recommended to read the first part of the document
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Example. Configuring the SAP ABAP dump ST22 report.

Creating a user in the SAP system.

Create a user with which the monitor will poll the SAP system in

transactions SUO1

[E usar Edt Goto Information Enwironment  System  Help -_

/] v| « eae nE o=
Display Users
5-?
User => zhuwsmu :Cl
Changed By ENEVIIS 08.08.2024)(08:47:04 Status Saved
Documentation < Address | Logon Data | SNC | Defauks | Parameters | Systems - Roles | Profiles Q][=]
Person
Titde v il
Last name HVS Greenex monicor
First narms
Academic Title

Complete name WS Greenex monitor
Language e

Waork Cenfer

Function

Department

Roorm Nurnbear Floor Buiding code

Communication

Telkephone Extension e g
Mobde Phone =

o,

I::" Py l# | DE1(1) 001 *  greenl97 | INS

Set its type as Communication Data for greater security.

Attention. rortest purposes, the user has been assigned the SAP_ALL profile. In practice

, itis recommended to limit his rights to a separate role, which you can create
yourself by enabling authorization tracing. The topic of authority in SAP is beyond the

scope of this document
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"

[E uUser Edt Goto Information  Enwronment  System  Help
o | *l«H @@ I 2HRE I DNOHINH I8
| L g
-
User i
Changed By |ENEVTIS 08.08.2024/08:47: 04| Status |5aved |
Documentation | Address SNC | Defaults | Parameters Roles |t Profles || [« ]G]
Alas | | :
User Type :> | Communications Data -|
Security Policy | |
Password
Password Status Initial Password (Set by Administrator) (1))
User Group for Authorzation Check
User group I
Walidity Period
Vald from I
Vaid through | |
Other Data
Account no. I
Cost center | | .
SAD P DE1 (1)001 ¥ green197 | INS =l
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Registration of the SAP ABAP system in the NVS Greenex
monitor.

Create a system record in the APP1 transaction. The procedure is similar to registering
the SAP HANA database from the first part of the document. To edit the parameters, use

the context menu

2 @ M o 192162102058000pp ogin X |+ = o X
[ S C/ @ Not secure Mo/ /192.168.10. 2065000/ app 1 g . o <= @ Q e 2
' | APP1 applicalion SyS 15, 165.10.206:8000 says
EGEVE R L R
ﬁ Fhﬁ‘t"h«mdm system ]

: D O @ I9LIS0I0EB000 R Tiem X
& (3 @ Notsecure | betesy/192.168.10.206:8000/app 1 item_id=1 Ay M

[ | APP1 application systems list
AU EF )L #® 47| PR1ERP production system

0

[FE1 ERP production system | —mon_app_systems:
#
collumn name| column value
id 1
Iﬂ.l|d 3e64c3eb-d1a7-430d-b52c-922561 13d0bb
descr cticn system
il PR1
ip reentsa |
port Red = mandatory
SYSNT [T
Iirlc
app_type rle‘.d.B.lP I
sap_scheme  |SAPAEGR]
role PROD
project_id 1
params
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Enter the username and password for the connection that you created earlier. Do not forget

to specify the client for the SAP system

2 0 O o msEoxesiapiie x +
- l:,’.. oNoI:ED.IrD Itpe/ 192, 158, 10L006: 8000, app 1 fitem_id=1 LA |I| 4]

{l | APP1 application systems list
SE£TL ® R PR1ERP production system

PE1 ERP production system | —mon_app_syshems:
#
column wakue
L
uid AeG4cdeb-d1a7-430d-b53C-R22 581 | 300bh
sCr PR1 ERP production system
i PR
o green 159
pon -
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Check the connection. If successful, you will see a green flag and the SAP system parameters:

However, remember that the test does not check whether all the permissions are sufficient. In case

of incorrect operation, use the authorization trace in SAP

2 @ MO o 192162102068000/appilitem X

<« G © Not secure

Bitps//192,168.10.206:2000/2pp 1 7tem id=1

APP1 application systems list
NuIB|F Ll 3% 48 2| PR1ERP production system

PR1 ERP production system

| —mon_app_systems:
A
guid 3e64c3eb-d1a7-430d-b52¢-92258113d0bb)
descr PR1 ERP production system
sid PR1
ip green199
port -
sysnr 00
link -
app_type SAPABAP
sap_scheme |SAPABAP1
role PROD
project_id 1
params -

P seems test is ok ¢

RFCPROTO=011
RFCCHARTYP=4103
RFCINTTYP=LIT
RFCFLOTYP=IE3
RFCDEST=green199_PR1_00
RFCHOST=green199
RFCSYSID=PR1
RFCDATABS=PR1
RFCDBHOST=green199
RFCDBSYS=HDB
RFCSAPRL=740

RFCMACH= 390
RFCOPSYS=Linux
RFCTZONE= 10800
RFCDAYST=
RFCIPADDR=192 168 20 199
RFCKERNRL=745
RFCHOST2=green199
RFCSI_RESV=
RFCIPVEADDR=192.168.20 199
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Hint:

If you re-enter the transaction, you can see the systems that have already been entered

using the open book icon

2 m m A 192168.102068000/3pp1 egin %

— {:j Mot secure hebpsc/ /192,168, 10.206:2000/app1
. 1 application systems list
AUSIFE % W2
1PR] ERP production system

shioww all systems
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Planning a background task

In the BJO1 transaction, create a new background task that will poll the systems (in
our case, the only one) and count the number of dumps in the last 15 minutes.

If the threshold of 30 dumps is exceeded, the monitor must send an email

2 0 0 & 192108102002000001 15m0ke X+
€ C  © Notuecure | iaps//192.168.10206:0000/ b7 1 Tszokey=DEAD3S 1 147SET6685CCF JOESSCA93E y M = & ¥ « @

BJo1 background jobs o, 1cs 10.206:2000 says
. ¢ | 7!
JUedEu % 8 Enter parameter name

i (S s20mpd ]

In the program name field, specify the type of report :

checksSapAbap.monitoring.nvs.com.CheckSapAbapSt22

2 @ O o rmeee020s00niTen x |+
& O O Notrecoe | e 192168, 102068000/ 01 Titem i ooy |
BJo1 background jobs
U % AT
31 Check 5T22 Dremps sys_big_joabs
A
column nasme column valie
4 3

hasl_c nEmeE Chigick ST22 IDum|

progre_name

d_at_|resll
paricd_sec C)
hask_status |1
kel _name  |ADMINISTRATOR

Ssabde_gmad
created_at 004 -08-08 09:48:11.43378

|imep_daya B

% 5423 - far ABAE
dumps

1

i i SapAba pmanborngrvicom CheckSe pAbasSl

| ctaciasapilbe poriormga.com CcSspibepSizl |
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Specify which systems the task will check. In the example, we have one system

2 @ MO o reeiGEI0I0NM0NL0Tem x |

“— G B Hos e Thetpac 192,168, 10.206:5000/b01 Hterm_id=31

BJo1 background j

ohs

S B P 31 Check ST22 Dumps

ELMS’HIE 1 _cuc Rien nps
EEE— | <
reipeents
paETEbErS

show kst results
show results Tar shjest

51
[Chike 5T22 Durnips

=
_st

7624-D8-00 0947000

apAbal Lafing. vk com. ChaschS apabapsn 2 2

penod_sec

ol

fmgk_stskus

uner_name

PRI MISTRATOR

rested

You will be transferred to the BJO2 transaction. Add a system by name

wable_smai

5

2024-0E-08 09146:10.42378

L]

m

=

s @ O |il 192.168.10.206:8000/bj01%item_ X = 4% 192.168.10.206:8000/bj02%em | x = =+

© Notsecure | kps,//192.168.10.206:8000/bj02itern_id=31
C

| BJozlist of servers, db or app systems for job
31 Check 5T22 Dumps

ARSI % W2

[

) W 1 PN
|31 Check 5T22 Drum add server
add db system

P PE—
descrtype|
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2 @ O | % 192.168.10206:8000/b501%em | X % 192.168.10.206:8000/bj02%item_ X
C @ Notsecure | katpsy//192.168.10.206:8000/bj02 %item_id=31

| BJoz2 list of servers, db or app systems for job

RIS % 42 31 Check $T22 Dumps
[31 Check 5T22 Dumps | - Objects:

+
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Editing the mailing list recipients.

In AS12, if necessary, add e-mail addresses and use the context menu

to select add all.

Unlike regular statistical reports, trigger reports are intended for

administrators who receive notifications globally across all systems. You can limit
this property by maintaining hardware projects, but this is beyond the scope

of this instruction

s @ D 192.166.10.206:8000/2512 x| +
i © Notsecure | bepsy192.168.10.206:3000/a5172
ASiz email list for alert sending
SlllsE X WP 13 enevtis@gmail.com
13 enevtirs Details:
add jeb
add project id il
$ agdal e
send kest email Emails relations
"
T — o5
zE-'Joh |Regular e-mail report for DEV SAP HAMA|30
2 @ MO e 192162.10206:8000/212 x WS
) @ Notsecure | bips//192.168.10.206:2000/as12

[ | ASiz email list for alert sending

JiddE ¥ R

[13 enevtis @ prail com

13 enevitis@gmail.com

Dietails

id wmail
13 enevinSgmail.c

Emails relations.

L]

id description object_idl
258 dab Ragular a-mail raport for DEV SAP HANA| 30

38l avents |l lektars [
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Activate the task in BJO1 if you haven't already done so

2 @ [ e 6A0MG0L0Ien | G 1SLI68I0206A000512 x| +
&« O @ Motsecure | eSSy 192, 168 10L206:B000, 0N Titem_id =31 =

wiz | BJoi background johs
Y@t % M

i1 Check §T22 Dumps sy _bkg_jobs:
A
oM e columen value
w a1
Iask_rame |Check 5T22 Dumgs
ram_rame ch man mys. oom, Chidicsa F.
Sekedaed st [2024-08-08 09:47:00.0

USET_ N ESE ADHIMISTRATOR
desabile el

cresbed st I0T4-00-08 09-48:11.47370
krsp_days 00

A At (Teady 16 chesdula ) w | Sawe |

2 @ B e 1SN0 X 8 19216RI0206M0N 12 x| + = @& &
«— O @ Motsecure | hepe 192,168 10206000k Titem_id =31 g Ay h = & % - @
=iz Yo1 background johs

ALl M ® 31 Check 5T22 Dumps

1 Cheeck 5T22 Dusaps | Last 30 check results:

result_msg
Fourd 0 ghart dumips in STZ2 for leet 15 mis. 2024-08-02 10ul5:55.

;i

Found & ghort dumps in $T32 for laat 15 mm 2O34-08-08 10:04: 55,001 mirute
E A o) Found O short dumips in ST232 for lest 15 min Z074-08-00 10:03:35.0(2 mirubes
A oo Found 0 ghort dumps in STZZ for lest 15 mn Z024-00-00 10:02:95.0(3 mirutes
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Checking the correct operation of the monitor.

This operation is optional, but it is recommended to verify the operation of the monitor in order to
reduce the risk of missing an SAP malfunction. In the NVS Greenex distribution

Additional test programs are provided to simulate various malfunctions.

We can use the report to generate massive division by 0 dumps. This

will not cause damage to the system being checked, but it will help to make sure

that the monitoring is working properly.

Import reports via the standard SAP transport mechanism by unpacking

transport requests from the archive /usr/nvs/DEV_DO00/utils/SAP_test_reports.zip

&
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Import requests to STMS

[E Qverview Monkor

Extras

Enyvironment

System

Help

STMS v| &

o

GRS &%E B
System Tera T system PRI

Transp. Doman DOMAIN DEL' Transport domain DE1

A
LA A B B & & B 1 J

..0....00...>

’O...:

v

;

0 o

¥ PR1(1)001 ¥ greeni99 INS

0,

B Queue Edt Goto Beguest |E'p¢|;;.-‘I Ergronment  System  Help
[E jmportQueue Edt Goto  Ed
] » Legend Cir+5hift+F4 =E gm
-] ol | Pesonal Settngs  CreahFteF1Z
{ Mﬁtqu Otk Requests B Al
verview:
Import mﬂ FATRO Vit &0 Activate Inactive Requests Find in Other Groups
Fender BB SEK | Dakte [mported Requests |'
r
o, Bequeazs for PRL: 2 14
Bs Bamber of import quewses: 3 o
Hhslber | Regoest B | fwmar Share Text it
Crzmge Description
1 | oexxsooooz | B | EWEwTIS Logical ayatems it
=L [ | spsves £EL 2 | ceixpoonos | O | ENEVTIS Test functicn for dussy deleys EL
ol [ | syevem er1 3 | omixsoooos | & | EWEwTIS I_DOWHGBADE_TESTOL ik
ol [ | swoves g 4 | oEixs000l4 | @ | EWEWTIS INVE functicns for sTms 5
5 | pEixeoo0d | & | ENEVTIS 2_MVE_READ TRANSPORT_REQUEST Lt
= & | mixsoon2z | @ | EWEWTIS I_DOWHSBADE_TESIOL v-3 |
7 | cEiwso002d | @ | EWEVTIS WOLL peinter It
8 | pEIEmOOOAL | S| ENEVTIS FO-F1 eschange exsmlp= ﬁ
5 | oexxsoooln | B | EWEwTIS IFONC_RFC_TEST ﬁi
10 | FRIEBOOO0E | @ | EMEVTIS BITO-note
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Next are the standard steps for the SAP Basis administrator:

Enyronment  System  Help

[E Queus Edit Goto Request Extras
L] v| « eee St DNOH 0 o
Import Queue: System PR1

IEIFWAQT-’E B IBEHE ks TDH JEB

.

Pk Regquesta for PRL: 2
F Request DEIF322034

DE1K%230%8
Humiber Request RC Cwns e Project Short Text -1
11 | DEIKS23084 | @ | ENEVTIS DEL_F00005 Bs
12 | pEixsfsose, | @ | EMEVTIS OEL_POO00S B
-
[# Import into system PRI started AR | PRL(1)001 * | green129 INS o
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Finally, run the Z_NEMONITORO2 report in transaction SE38 as shown in the figure.

You can check the built-in help available at the link /help or by typing in the window

at the top left. Set the number of dumps to be greater than the default threshold of 30

2 @ O | % WM Ia0iiTEen . X G TRLIGRINI0GAN0help ® G 1LIGRINI0RBIONED ecks X | 4

i C' e Mot secure g 192168, 10.206:8000, help = A III ﬁ
| HELP Documentation

=l
E-coment
f - Introduction
- Equipment
v Taskes
[background
Jolrs)
- Types aff checks
| Bans Pacicage
+— Lo dasks
- L TP
bl Pl
b Waadawa diske
T
b Oenchs db wm
| Cencls tablexpace

SAP ABAP 5T22

checksSapHana.monitoring.nvs.com.CheckSapAbapSt22
Foniior reads records from 1able SMAP
The system parameler maxS22RecordsLimiSapabap = 30 and pasiMiniiesSm223apabap = 15 by detaul.
I thare are mane reconds: Than kit ]-r:-u'll g-el.alerl. You can marbge ilin P21

Wiou can specity separate §mit in ransaction LM 0 which will send aler when datafile wolume excaeds it

| sspsntacny HOW to check

p-BAPF HANA

tion
L7 Haxa db s
| SAR ABAF 503
|-SAF ABAF 5250
HEAFET2x

b HP 50 slulis
| Poibgresg] db sise
b Hel pajge il

31
hﬁmﬂhﬂ
[ -Ragiiar reports
b -Alerts
B -Tncickants i SAP
Halman
e -Emall motifications
-Basic functions
- Dhempalogrrenl
F-APY
- Tramsport sysiem

Impart test program <Instal Fokder=utilaSAP_lest_reports zip

B Ww - @

Go bo 5238 and stat £ NEMORITOROZ with T_NUMS > maxStZ2RecordsLimiSapAnap and second repol Z_NEMONITORDS which will devide

by 0.

Mexd, go to SM22 and make sure that thare are many shor dumps. Monior kas o send an alert

[E Progam Edt  Gote  Sysem  Help -

@ [ s *l«H BBEQ = bulrafl v 1
Mass start best for update monitor
&

" u
T_HUMS )| i, ¢
T_PAUSE 10
REPNAMNE I_FEMCHITCROE

grr B PRECIDODE ™ greeniBR M5 =3
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If all the settings are made correctly, after a while you will receive an email with

an alert and a brief description of the dumps.

List of Selected Runtime Errors - Sadeeteeiiadoondied v
o e ace - e 0% corn/ g AR RSN NSRSy ® A & D @
_Mw—q = M Gnail e A = ® e 8 |
BASD o
() (AT VL T () B o9 asn ’ v
Runtime Errors

5 . X L » A
e v Sere O i et Problem with PR1ERP production system L oad L )
eI 1037 NS B0 081 C COMPUTE 3T _Tmecervme Y ~r2
Mo 11100 geetR 041 € COMPUTE T TX8o0naTe . amacict i e @ed
MM 111520 41 C COMPUTE_NT_XROCHEE.

BN 134530 g AL € COMUTE T, E I l
oM a8 T8 oan ¢ CIMUTE M SRCOhEE
monIRM 110550 9N )1 T coMuTe aT_treocrage
M 11937 9N 81 C COMPUTE T TE000/TE . -
mones 112347 9L ¢ COMPUTI AT D00/t e M
MR 111847 § G € COMUTE T SR Rigeartia, SAI SOENEYTICOUNIR ST ROV -
SOkItM 10es (8t € COMPUTE_NT_XROLHEE
BROLIEM 1I0eAT § B Ut T ecotets '
13008 0L COMPUTE VT TENSONER e\ ~
OIS 110448 081 T COMPUTE_NT_TX8O00/EE A oo mamas )
MLORIEM (14 001 € COMPUTE NT_IXASCOEK
NI 1334 £l € COMPTE T SacOE
e 13040 N 5 BVIR oo C CoMUTE AT NectiiEk
FRORINM 110430 NeNIRNL 11 € COMPUTE T DERCENVER
.o
s mig

If the dumps have stopped, you will receive an email about the normalization of the situation.

« @O 0O F =2 m !

Recovery PR1ERF production system [ ——

infa@nvs-itech.com

KA B W

‘Sent fram DEV 00 yelow2DS 102 962 10 208
11 T B praduction spiles

- “ “
| # Omeemame :[r*lTEDh:HTh\:I_@_
e, - L
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The result of the problem detection can be seen in the job log in BJO1

(& ABAP Runtime Errors - All Clients -
Q v« ace s on ew

- L

2 Q o | - 2161020880011 x @ 10LISENGNEN e X |

« O © Notseore | biaps/192.168.10. 2052000/ 10 Titeen =31 a A o m = q
BJo1 background jobs

yuwd W N 31 Check ST22 Dumps
1 Chieck ST23 Duasgn Last 30 check rosuls

P O shart deragy n 3722 S \gut 13 wue.

found O shert duraps i ST22 bor laat 33w,
Pound O shart durmps b ST22 for lst 13 wwe,

Pound O short damas = 3T22 for et 13 e,

o O shart darmps b ST Gr lont 33 wes,

fFound G

shart dampe i ST22 %or bat 35 T,

Jlesend O ghost domps o SV3) v lnst 33 v
[Found O shert Jumpe in ST22 for laet 53 min.
Fonind O ehact dempe i STI2 for Laat 33 ven.

L S I LR

Pound O ahort durgs o BTI2 e bt 33 wee
Pound O shart dempe in STI2 for lmt 33 wem.

=

RE3333HEEEEE33E |
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Conclusion

This document provides a simple scenario for configuring amx monitoring in
an SAP ABAP system, which provides an idea of the next steps needed to

configure this type of report.

Thanks for choosing NVS Greenex
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