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Introduction.

Controlling your own networks is an important part of countering potential attacks from hackers.
Knowing the status of open ports, vulnerabilities, and managing the installation of updates based on 
real threats allows you to prevent most attempts to invade the infrastructure and react to an attack in 
time.
NVS uses free software included in the Kali Linux operating system:

-nmap

-metasploit

, etc.
by analyzing and processing the results, informing users about the problems found.
NVS also includes a report that serves as an anti-scanner that warns administrators
if it suspects scanning the ports of the monitor itself.

Note: to use NVS Security feature it is mandatory to install NVS system on Kali Linux operation 
system. More details you can find in guide “Installation NVS on Kali”.
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Describe your network landscape

Use tcode Ns10 Network editor to describe your network list in hierarchy.
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To decorate text in the tree, change column “clazz”. You can set

• firm

• location

• network

 “firm” for company, “location” for 2-th level (Datacenter, Building,and etc.) and “network”.
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Finally, you will see something like this:
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Schedule background job for network scan
In tcode Bj01 schedule background job to collect data on regular basis. Remember that scan of 
networks is time-consuming process and it is good idea do not start it too often. 

Search job name by key “netsecurity” for example.
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Check your IP’s and open ports

After scan is finished, you can check all found active devices and open ports. All scan results are saved 
in tables of NVS database and history is available
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Vulnerability scanning
To scan for vulnerabilities, NVS uses the built-in Kali Linux tools , which in turn use publicly available 
databases in Internet. 

https://www.exploit-db.com/

https://nvd.nist.gov/

https://vulners.com/
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Conclusion
NVS Security is constantly evolving and to keep up to date with all available scanning tools
, please visit the website www.nvs-itech.com

Thank you!
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