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NVS Greenex
The first login to the system
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Creating a user by an administrator.

Initially, a user with sufficient authority (administrator) creates a new

user in transaction SX01, assigns roles to him/her and sets the initial password.
A detailed description of the process is beyond the scope of this instruction.

In the example, the username is USERO01 and the initial password is Initial12

& D | 192168103300 mamlogn:. X @ 1921681030000 50 e X =

xD17item_id=USERD1 B Mot e R - O
; SXo1 user management 2

AU RLIR A o USERO1

[USERO1 | —User details:
:v'.,. : - T TR

Full name: JUSEROL

email: no-reply@email.com

password must be changed: X

user type: 0 st X

created:  2024-09.30 09:42:58.041478

last Jogin: null

last change of password:  [2024-09-30 09:43:37.597652

Role list
GR_DEFAULT default role S
GR_EXAMPLES Shows demo programs
GR_BASIS [Basis _ 5
GR_USER_ADMIN  |User administrator
GR_MONITORING  |Monitoring S
Z_TEST777
GR_GEQINFO
GR_STMS_ORDER
MOB_INVENTORY
NSL_STMS
GR_HELLOWORLD
GR_DEMO_FLIGHT
GR_DEMO_INTEGRO

&« C © Hetesonacwo | Bps//192.168.10.33:8000/s

1
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The first login of a new user.

To log in, you need a link (URL) and information about the user name and initial
passwords, which are sent by mail.

For example:

https://192.168.10.33:8000/

the appearance of the invitation screen may look like this

T prTTTeemmm—

& C O Hesewonacio | haaps//192.168.10.33:8000 oo @R - O
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The user should enter the name and initial password manually, after which he/she will
be redirected to the new password entry page.

The background color depends on the system settings.

£ [ o 1921681033800/ chungepwd X |+ = 82 X
< G © Hedesonacko | Batps//192.168.10.33:8000/ changepw \ Do @ KR - D

CHANGEPWD change password
Change password page for user:USERo01

Password must be at least 6 symbols, contains upper lower and digit

Input new password twice:
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After changing the password, close the browser. In the example, this is Microsoft Edge and log in

again with an already permanent password

2 [ G 1921680033800 changepwd x|
«— o © HefesonacHo | Beps// 1921681033 s
CHANGEPWD change password

Change password page for user:USERo01
OK: password for user USERD has been changed. Logout and login again please

&
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Hint 1: Authorization via URL parameters.

In test systems, you can pass the login password through the parameters of the call string (URL).
Although SSL(TLS v1.2) encryption occurs when data is transmitted over the network.2) and

the URL string is not available for interception, it can still be visible in server logs and
screenshots when information is exchanged carelessly by mail.

An example of a callin the first way:

https://192.168.10.33:8000/bj01?login=USER01&pwd=Zaqwerty10203040

#  htp192.168.10.938000b10Mogin=U  *

File Edit View

» " 33 f 2| - _ﬁ
2 0O & 1921681033:8000001 Nogin=1. % o X
&«

G @ Hetesonacio | hips//192.168.10.33: 4 h = @ % - O

User name:  |USERO1 ‘ @

rd:

Login and password from URL

L There is rak sending pesswond in URL.
Seu halp for detals

Unregistered copy
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Hint 2: Authorization via a key.
A more secure transfer method is the ssokey key, which the user can
generate using a SSO9 transaction based on the username and password.

The login and password extraction takes place by the system itself and is a more advanced

method than the first one

B hrtps192.968.0.338000bj0NIoginsy -

File  Edit  WView 0

https://192.168.18.33; 8008,/501 2 1ogin=USERS18pw=Taquerty 10203040

3" [ |4 10216010300000000oginell X 4 15218210 32:8000/ x50 x4 - m} X
i) © HeSesonacwo | ivpac/192.168.10.33:8000 /502 : M = & %= ﬁ
5509 Single sign one o

242

useror 7
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As aresult, the call string looks like this:

https://192.168.10.33:8000/bj01?
ssokey=18F2F2D7BOBCAABD25AFDEC0594590F7F30D61AA92CDAC17475240EF412E55C6

B rpstazises033B0biHioginey -

File Edit  View &
https: f/152.168.19. 33 : 8089, b181 * 1ogl n=USERD] Bpmd = L agwer Ty 10203848 0
https: Ff192. 168, 18, 313 808a /o8] *ssokey=18F 2F 2D TERBCAAEDR SAFDECASI4590F TF 300G 1AM COAC I T4TS 2ABEF41 2ESSCE
;" 0 | == 152.05B1032B000%0eginl X G 192152.10338000/ e x  + = o x
(& @ Hetesonacko | RS/ 1921687033 m = @& % -~ O
55009 Single sign one -
d: |
550 Ky

ssokey=18F 2F 2DTBOBCAASD2SAF DECOSS4500F TFI0ODE1 AAG2CDAC 1 TATS240EF 41 2E5506

But it should be recognized that the safest way is to enter the password in
the invitation window and send it to the server via a POST request.
Which way to use it is up to the user to decide based on the importance of the data in

a particular system.
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Hint 3: Using the Keepass program.

Along with the main purpose of storing passwords, this Open-source manager

provides a convenient way to access many applications by automatically

launching the browser (in this case) with simultaneous parameter substitution.

Using KeePass allows you to organize your work in the most convenient way, reducing

the risk of errors and reducing the need for manual input

L O e 1521601033000050mokey. X+
« C © ‘etesonacuo hitpe,//192.168.10.23:00

| BJo1 background jobs
VU@ E ¥ 92

@ 5L0_ROPRdb - KeePuss

File Group Entry Find View Tocls Help
JDH R BU@-O | E (F ercn
& SLD Newtis Tags Tele

User Nerne

Password

W= a 1 ~- O

URL

& NVS_Geesnex [ P

USERDT

Teeeeees

hitps//152.163.10.33: 8000/ TITLE Tysckey= | SFIFIDTBOBCAARD 2

01

USERD1

https//192.168,10.33: 8000/ TITLE ) Tssokey= | EFIF 2D TBOBCAAED 2

1 of 2 selected Ready.

'Groop: NV Greenes. Tithes o312, User Naeme: USERDT, Password: ********, URL: hitpe /152 16370 33

B000Y w3 ! I Tesokey=  EF IFIDTRCRCAAGD 2SAFDEC IS SS0F TF I0DS 1 AR COAC Y TATI2M0EFY

sickey = 16F F 20 TBOBCAASD ZSAFDECOSSI0F TP 3006 1AAGXCDAC I F4TS0M0EF 126 55CH. Creation Time: 30.09.2024 16:57.47. Last Modification Time: 30.09.2024 163757,
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Conclusion

When working with NVS, it is important to understand the basic principles of working with the user

interface, choosing the right balance between safety and convenience of work

Page 11 of 11



